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eevre EMLERE TRBCA IR A R E104-BT10 7 ks 43

1. iR

19.0£0.1 mm [ | 19.0+0.1mm |

1.1 far "

@ ‘

( )))
» EBYTE E104-BT10-N
E104-BT10 ¥ F mesh B 41

i sig mesh V1. 0 frfE, BAZE B
PRSI AT AN 10922 AN A% Manufacturer: EBYTE
Wt AR SR 1 B AR aeiindl.
R L AP P SERG. FHL APP BIAE R

FARERAM, S2HL mesh P45 efE P . W7 (B SCHL N ) FE BT = 08 B E 1, 18 L 505 B K S HF 80 #1. CHF sig
FaifE HSL (H: Hue, S: Saturation ,L:lightness) %, —#STIUTEMNAGR. EESEWHME ERE, K
MBI F, WEEFREENA,

Bl

13.0+0.1 mm
13.0+0.1 mm

Manufacturer: EBYTE
SN XXXXXHXXXXXHX

p_L

.2 FFRIIRE

PCB MRERZ, W e ARIEHEEES 50 K
R The %2 9 v] i B K +8dbm
R IR R B A AT
TLLBWAEIE 37, 38+ 39

W £% ToH 0T A (gateway)
CIZHMEE, FEAZIAM
DN RE IS5
KFFFHLAPP AN
LI B KT R 10922

X #F SIG MESH Generic #&7Y
SCHF SIG MESH HSL k] #2574
SRR E E SR DB I R R

[S—

.3 M A

BRER fEES
AL,
JTH%;
oA TR 2% 5
IR -
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2. MESH

2. 1 IR 24

PERE
TESH B/
B/ME BKRE
HIRHE (V) 0 3.6 I 3. 6V Ak ABE SRR
LA D)% (dbm) - 10 S 5 4 T eS8
TAERE CCH -40 +85 T4k
2.2 TAES4
TES¥ PERE .
B/ME BRI BRME
TAEHE (VD 1.9 3.3 3.6 =3. 3V AR H T
EEHBSE (D - 3.3 - i 5V TTL A R e
TAERE (C) -40 - +80 Tl it
TAESEL (MHz) 2400 2483.5 | 3L ISM BB
Boi] RETHA (mA) - 29 - B I T
¥ BRI (A - 29 - -
KRG T)E (dBm) - 8.0 - -
W RESE (dBm) -88 -92 -97 T HE Ay IMbps
bl EPUES GFSK (bps) — M - -
TESH ik B
S 50m REEAZSE, REME 2.5k, Hhi#Z Mbps
FIFO 80byte BYCRE R KK E
R IRATA 16MHz -
L PN GFSK GFSK Mode
ESEY e W = -
oA 1. 27mm -
HEEEN UART 4800~230400bps
HMBRAF 19%13mm -
REFN PCB LR BT 50 Q
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2. 3 HUUR ST 5 5] e S

H j :
, 13.0£0.1mm 254:01mm _gggﬂ FEEE‘
w ’ N 1.27
8 19
i 7 20
1 6 21
H 5 22
E E 4 23%
= | 3 24
2 ] 2 2
& E_ ] =
ANT 6.92
Toppad: 0.50 Bottom pad : 0.80
0.65T— )] [0.80 0.65T—2 | Jo.80
Pad quantity : 26
Unit: mm
Gl Ve Gl B2y s 177 18] G1):: Db
1 GND - Mk, EEBIHRIES
2 PEO PWM % i W . STGMESH HSL #47 (i 44T
3 PE1 PWM % i Fo} . STGMESH HSL A% 2 {21 4T
4 DM - EVAY Wi E R
5 DP - VY Wi E R
6 PAO - VY Wi E R
7 PA1 - EVAY Wi E R
8 PA3 - R PTG RL
9 PA4 - P ab oW
10 PA7 - , HPTFERO
11 SWS - R P TfHERL
12 PB1 AP EFERL
13 PB4 Ll AR, AT 5] e
14 PB5 - NEVAF/ W R
15 PB6 PWM % i S Vi STGMESH HSL #70 (i #5 4T
16 PB7 - EVAY Wi E R
17 TXD i UART FA A5 51, 0f R e 1 4320
18 RXD HA UART PRSI, % 2 A 7 B 1R %
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19 vee - e YR, YEE 1.9~3. 6V (AN NG & IE s )
20 GND - 2k, HEEBIHIES

21 PC5 - EVAY Wi E R

22 PC4 - VY Wi E R

23 PD2 - EVAY Wi E R

24 PD3 - R P TfHERL

25 RST LITPAN S BN, KA R

26 GND - Mk, EEBIHIES

3~

w

BEABAE

1 AR

HEFAAS ] B R A PR AT e, PRS0 REUR B/h, B RR nT Skt

VETE R HR L SO IR, W T RE S B BUR Bk AR

VA AL YR, B ARAE MR P R, W SR KA £ i AR K A MERUA

VA A AR T, AN R KR AT i B 5

TR BEER BT B BB, AR AR R R 30%LA AR, A EHLR T A s i T

R R B B LR AR R A e LR A F R TR I 4

AT TR A E L PR E LR SRR T Ty, B SEAEAR O R EL BN T, R ETE Top

Layer, TEMCHUEALEZ ) Top Layer SR (AxfEi4IE RAFHH) |, D AUSEITIHE T 5 3 E L AE Bottom Layer:
BRI PIEIE SR ETE Top Layer, 7E Bottom Layer B{# FAh/Z R ELMREHRIY, STEA FIFR ML ALk LA
TSR B

BB B AEAE UK AT PR A O E M A R g e R, R T 10 A e B S U0 2 e B L, 5 1 00 Fu v T
AROE 4 1) B 25 5 57 i

TRBHURE B AR B BT IR E L Ry el VEEZD) Wl R, BRYET-HI 58
JEE S 208 SRR, 5 1 50 S0 VAT DABOE 4 OB 25 5 B i

SR B ELE IR 2. 4GHz ff) TTL ¥, fl4m: USB3. 0;

RPN 23 T8 7 N0, K3 BUEHER 25 HOREI 59 .
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3. 2 FEAHL %

PED
GND

s 10 Lway
el gws
¥
se—12 . ppy
4 RS
E104-BT10
14 o
el d L pgs
16
w—2% _ pB7
TXD 17
GRil s | 1 -
g[S ey e AR S
o T =3 o o o s ol L]
— — (o] (o | (] (o] ™ (] L]
2 8] =z Bl =
e = | i, s A 2

9]
p=)

2
g

'--||| I
e
Wk
iy
1

R, B R 5 VCC, GND, TX, RX $22H B AT 347 8 i .

4. IR 4R

MESH [% 2% 25 #4401 F B s
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o * ADV (Not Relayed)
< ---+ ADV (Low Power)
«—— ADV Bearer
«+=——» GATT Bearer

:“1 Low Power node
Relay node
21 Friend node
:“1 Friend feature (not used)

AR I AE T R 4R 28 A AR R e, AR 4k, P2k R s mT B e, Bl S
wiya 50 Kk, FEPUNIERER, HPS%,

A->C 70K C>E 702K

\/-\/

B—>D 70K

s L PRI F 3 5

B A BB C MEER Y 70K, EEH T A TELYY 50 SKMAEREER, FTLL A BRI B AR R 45 C B, #57E A
BEHAN C B2 [ JBCE — A BB, 84 Bt B h4ksR s C U3,

B A T B RIB BRSP4, BB, C, D, E T ZCE] A (HE, A5 A Bt DU bl COXFFFF) REHR Tl T
WS A BLHR TR B T B ROk S BB, R TEREE AR S i AHS E B EE AT G AR A A
E E AR A B 140 0K, REoR AR BALIA, (g R B JUA B & T [ — s, Hofmt s DU X A
FEILBIBHE, A RHBEIREI®ES B ., BHHC, CHD, DIELHE

4.1 A E

£ SIG mesh HPax B — 284430, LA RMRERMIMN AL KK G — N, e AER T RE s
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4.1.1 MKEL (NetKey)

2K network keys, MZE %4, R ML 2815 1054 . RS ORI ZR M BENUVECE s A U & . G

0, Mesh Profile3. 86)
[ Private Key
[ Public Value

k1

k1

Network |D

4. 1.2 £1E% L (AppKey)

AF application keys, M AEFEH, HKGES LEARENESH. 2 HS5 2 FAEMBENEAE R4 KT, NHE
FEHMRRTE (AID) TR AT ZEH. (W Mesh Profile3. 86)

[ Private Key
1 Public Value

k4 :
» AID

4.1.3 W AH

1£ SIG MESH X+ #E 055N nodes low power node. relay node. friend node. proxy node. FHICIIHEAN
AT

Node: %A~ mesh ML R, AARISRIEEIENRES, HEAAKZHY (relay) TEE

Low power node: fKINFETI s, T friend node AFETE, MNIIFET AARE —HAT HEE LSS RTHdEA, R
FEAW friend node EHRAEIEFIHIT. CEAED

Relay node: 7% 24" Fe 4% 78 75 Y HE IOAZ 0719 A, TEBRWCBI AR Y SURE I BER 005, MRS PIZE s i ) i S04
WS REER.

Friend node: low power node AJ L5 friend node EEN. K IFiZEH:, YEN low powernode HIARHETT &, 4 lowpowernode
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AR EIEIAFNY, B LLE Friendnode 2277, “5£F low power node #Xifi)Jf HI3KHL,

Proxy node: AUHETY i, AQBY Gl KBE O HRKBRZE GATT /K E B #2E R, IRl 5n—AN #k#HZ e
GATT KR ZEHT AL B o TEE mesh (RIHFEME F R4 NI T mesh ML R 3 It FRHPEEOCEEAE AT, AR3ETT SO HUARAS H 234
ITARIZE . EREWSEIUN T K EUZ B GATT ARFZ M4, R IMR. B, AR 1R SR 1% Adid GATT i&
RV %W T mesh 1§ B . E104-BT10-N SCRAARBIAT siZhAE, BCG FALu APP J SEIH mesh W&kt (HERLE4H 65
APP FHIG SDK it T BATTT A -

BN A SRR 4, 7 EBYTE FOT5 58 rh, RATBIRSCFFPIAR M 4, provision T sl mesh 1 51, provision s
R ST )L %%, mesh 5 s WO B AL A B 1O B % B relay node.

SIG_mesh A PR T 5

1. ADV (Not Relayed) :BIRNHZHFRAE IR, XMIBHUER T WA AU M EAHBURE B, EARR & dkae
ANREHEAT B A0 e R LA

2. ADV (Lower power) : BUMLIhFE) #%i%E#:. FIT low power node Al friend node 2 [t R FdE B, XA %ER:
low power node <= EEN KA RE S friendship [HIi%EREE, LAMM friend node FEWREEH H SHEIEA.

3 ADV Bearer: | HREERGERE. WA R AT DR TR R ORI R, JEE T RME AT AR R . (GRATTM

PR IR E T AE)
4. GATT Bearer: FT 7% ADVbearer GE/IMI4E SitHAES S5 MESH 4%, B AR B S HoAh 145 5575 GATT i&E#: LUk
RALHE PDU.

FATA T 7 B SCRFII R % R TUA provision A mesh.

Provision W al: JEAFEEM node W i, REANMENELE . MPIE gateway. ERARHM KB MAZ] mesh 4%
1, Provision " & A RAC A& P24 provision $3E, HAFE netkey. appkey, B K44 —4 element Xf M [¥] unicast
ik

Mesh 5. BATAFIN mesh 75 A 2% node. relay node . friend node. proxy node PUFPfAE ~N—{Ak, 7E{#HITE
g R .

4. 1.4 B (Moule)

£ SIG MESH AR Z MY, AT E104-BT10 fith—3A =gk Hihl,  S— Aol Nl nl LLgEE 2 M,
FER R AT R — MR, Mo HSL AR BUARRFIARSRE T =Mt TXORPUOUAE HSL R rp 5 B =40 52
WARIEE . @i, Frelef =ik

HREIR 42 Bk A 1D
Health Server 0002
Health Client 0003
SIG_MD_FW_UPDATE S FE00
SIG_MD_FW _UPDATE C FEO1
SIG_MD_FW DISTRIBUT_ S FE02
SIG_MD_OBJ_TRANSFER_ S FF00
SIG_MD_OBJ_TRANSFER_C FFO1 T
Generic OnOff Server 1000
Generic Level Server 1002
Generic Default Transition Time Server 1004
Generic Power OnOff Server 1006
Generic Power OnOff Setup Server 1007
Light Lightness Server 1300
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Light Lightness Setup Server 1301
Light HSL Server 1307
Light HSL Setup Server 1308
VENDOR_MD OSPF_S CiEf&45%L 1D) 00000211
Generic Level Server 1002 .
b+
Light HSL Hue Server 130A
Generic Level Server 1002 .
EHtE+2
Light HSL Saturation Server 130B

4.1.5 #hk (unicast) . J6& (element)

Address Hihl:, —ANHHEXT RN —AT6E, A BT model MEAHRILLE HEANTHE =ois, AT Z hosiit, &
SETE provision (ZHM) IFEH H provision W& A HLL node 7 S iME— Mk, 75 [F—A> mesh M4 FR4E—AN node # 4% 7] B
SR 2N B2, SNSRI —A nodel RgH —/Mibhik, (HAF model AI4EEE—Mhhk b, 75 /5421 mesh W45 18 (5
R AR A R AR e T 4R LA B % . E104-BT10-G A (42 Provision i, E104-BT10-N H# 42 Node %

4.2 HAREH A4

4,2. 1 HMA 41

E104-BT10 iX > mesh 2L ML, 43 87T E104-BT10-G, E104-BT10-N, Bif#4 5, E104-BT10-G (Hi/& provisioner) ,
E104-BT10-N (/2 node 5 £0) , E104-BT10-G X2 4N MLE 1) R H, BEANM %A H A —> E104-BT10-G

FATHTULIILLI 2 ) E104-BT10-G 8 E104-BT10-N A AF] E104-BT10-G [ 5 oo it LAZE S mesh 2 ) 28 /0 75 2L
Ak, —A> E104-BT10-G, — E104-BT10-N.

4.2.2 T R AR SRS

WE . BOBFHRM GERFRERIA 115200, 8N

Mg —AN B104-BT10-G, —AEiZ > E104-BT10-N,

BAFRE: E104-BT10-G FHE R HE netkey, APPkey (FEMLFEA 3. 1. 1) XHAMEAFAZIH CRE (BATHEBRIME, (HAH
AL R, AN [ 0 48 2 13X P MBS B AH ], BRI 7E2H I (B % E104-BT10-G 2345 E104-BT10-N4AC netkey, LA X Z55E APPkey.

ENEPUNEIZL SOFAE S

VAWM AR A, AR TS OGS BTy mAM” 5825, AR KFER 30 £, (HiE—
72 10 B2 20 B ae ks .
SE 1. BHAN

fEH B BTN aEf R IE “ A AW 84 EWFM 3.1.10) , E104-BT10-G MfmIT ke, ek
ROAZTFIHAMX AR, HENBDE 2.
F’ 2. ARARRE

FAT E104-BT10-G UL H] “WINT A ” 184 )5, FaamdT ek, XA % E104-BT10-G & EH R H 2
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A PN E104-BT10-N W 4%, IX/MNMERET Y 10 7 , #57E 10 B> A RLIIARE R 1 n] 290 15 £ ik N 2120 5%
3, 5 E104-BT10-G R/ TR, DR BIARAR B 0] 2H W (& & RS GERFM 3.1 , FERZR
HM LR
# I, 3. S Netkey

SITE netkey HIEBIS IS4 10 72 45 10 B DML netkey NENBIR 4, EMFORITHEK, H O&RE
SYBC netkey RIS RARES CPE LT 3.1) [RIBT 25 R4 NI 7

R’ 4. 985 Appkey
485E APPkey HIEERTETIE] Y 10 #2 35 10 #PINZRE APPkey AlEh, AR 1233 [14n T 4% = 2cds

K (0B sk (400 | #ERS (09 MAC(6 1) JG & b bk | TR (03)
(W15

f: 0B 40 09 EA FD CD BA FE DF 00 04 03

AW A] AT .

FrEgE appkey KW, BER R TR [FIRE APPkey R EEE 2 APPkey B A RARAS (VEILFM 3.0
FERH MR & 55 E104-BT10-G, & BB ME SLRIATFM 2.3 =75,
DL P A g IR B AL B 59 W 2.3

4.2.3 HIM 45

A RIIRER MAC 198, AT A H 5 —3f 8 JUREE, Mt i 2 SCRF /A BRI MAC if i, X420
BETT R IR A2, XN\ GEREER A — ARG 10, RERER RIS T MAC ARARANRIIBER T, BAX
ANDIRERELE L, BATHMIERTES, M TCUIER B4 5, RBRGEWE R 0, Aamt A% At Ja T
A HRELH P B AT ARt p 2 (R LT 3.1.7)

4. 2.4 HW 75 N AEH

LA 53 R A R T L 58 — R G netkey SR, 85 4R APPkey KN
SHC netkey R RITIEEI T

S netkey R T EH L FHIH ML,
485 APPkey KRB RITIEINT

Jrik— HRFMBERM—A E104-BT10-N %4, EEKIX E104-BT10-N #&WE W) GERFM 3. 117 JFHEKE
kAL

JiVEZ B L E104-BT10-G ) IRAFAE Mkl “A” CPEWLF M 3. 1.6, PR8I STGmesh 5 A MHIBR I 4 45 sl 7 A
k37 B (PEWLFM 3.2 SIGIHED JEFXEE iR M.

4.2.5 IR A

BHERT SR 2 R BEH AT P45 1 E104-BT10-G K H, HA—/NMRE], #5525 M ER RS2 %A R 5 1)
B4 AR R VRS L (3. 251G D
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E104-BT10 /= 5 ¥ 45

4. 3 BHAs =

B DR BT EE, BESHICE . M) Bdaidfe, WRFam T RRZER. LRE RN, B
Bepm i, Hrh 2 E M T U AR SHECE, SICVH RN sig & LIIFRME mesh $2HIHE, BEH&HEMLAET: B € ¥

PEEEH R

K (1579 HEX)

AR (N T HEX)
ZHILE
SIG ¥H &

B E

4.3.1 ZHME

Fie B 80 T 3 S B S A S 55 B DR B AR, T

#e Q%5 BEE (2% BEE NZFH)
Kik 0xC0 07255 15 SR B
Bk 0x40 07255 ] N H

VEHA:  IERAHNC B SRR 00 N e B, A SR B AR IR B R AR, R

R YA
0xFF P RIE
0xFE AR
0xFD TR %
0xFC A T HMN &
0xFB RIS HR I
0xFA 3L netkey 2RI
0xF9 Y15 Appkey IR
0xF8 415E Appkey KM
0XF7 IR IE AR S

1. P &% 3 3 NetKey BL B

2% 25 RE T4 Wi A2 Hr | provisioner 23 ECHI 4R ID, ¥ U0R.

BIER | 3%
iR 0x00 & 16 777 NetKey £
i 0x00 REIEE 16 =95 NetKey £3E

2451

iERK: 12 CO 00 11223344556677889900112233445566
MR 12 40 00 11223344556677889900112233445566

YL

1. %38 AAUE T E104-BT10-G it & 8 4F
2. BLBESMMR —IRARGE M #IE
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cobre  EMLIER TR A IRA A

E104-BT10 /= 5 ¥ 45

2. 2525 Bk NetKey 152HY

BAERG e 20
13K 0x01 T
i 0x01 RECELE 16 77 NetKey ¥

iHR: 02 CO 01
wpl |

MR 12 40 00 11223344556677889900112233445566

VI %482 TR O A BB A I I 45 5 L NetKey

3. BN FH# L AppKey AC &

BAERD ¥
R 0x02 B2HL 16 7717 AppKey (4
] & 0x02 REIECE 16 7 AppKey 4
R k. 12 €0 02 11223344556677889900112233445566
Rl MR : 12 40 02 11223344556677889900112233445566
YA :
1. %$8440&E T BE104-BT10-G fid B #:1E
2. ME G 2ME— IR RGE N

4. N2 %H AppKey 152 HY

BAERD ¥
R 0x03 B 16 5275 AppKey $¥E
] J& 0x03 REIACE 16 7 AppKey ¥
e #K: 02 €O 03
WRZ: 12 40 02 11223344556677889900112233445566
YA :
1. %38 AAUE T E104-BT10-G it & 8 4F
2~ ZIRAEICA W B LTI % 4H AppKey

5. H ML E

#RAERD ZH
LN 0x04 BEE T AL S Al (2 5795)
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